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Lesson #1

A Introduction to blockchain introduction and why
It IS a disruptive technology




The Historical and Sociological Context

A Society Is an organized system of transactions

A You do things with others, and these things
Involve transactions: assets move from you to
others and from others to you

A The invention of software allowed people to
digitize information and communication, and to
carry out invisible transactions (e-commerce
existed before the Internet!)

A The invention of the World-wide Web allowed
ordinary people to post, retrieve and search for
iInformation, and to shop online




The Historical and Sociological Context

A But there was always a intermediary (IBM,
Microsoft, Amazon, eBay, Google, Facebook,
Pay Pal eéeiptermetidryecontrols which
transactions can be made and makes money
out of the transactions

A The intermediary is always insecure: you give
them a lot of personal data and they store it
somewhere i

A The user is also untrustable:
of digital goods (of data)




The Historical and Sociological Context

A Users cannot trust the intermediaries (too easy
to steal data) and the intermediaries cannot
trust the users (too easy to copy data)

A-Boom of cryptographyé
A-éand of hacking!




The Past and the Future

A The Internet (and all preceding networks) is a
distributed "untrusted" network

A Trusted transactions depended on corporations
motivated by profit (or on government agencies)

A Need for a distributed TRUST network

A Utopia: trusted transactions without a intermediary,
directly between "peers", authenticated by peer
collaboration and powered by collective computing




The Problem and the Solution

A Problem: how to build a global peer-to-peer trust
network?

A Who found the solution? A kid who wanted to share
music (illegally!) with friends (Napster) and a
mysterious anarchist who wanted to get rid of
governments




Historical Footnote

A Medieval Italy invented double-entry bookkeeping

A Italian trading cities needed to reorganize their
society around physical transactions

A That invention reorganized society around
transactions and led to capitalism and the nation-
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Historical Footnote

A The 21st Century needs to reorganize society
around digital transactions

A Billions of smart devices need to share data

A The invention that solves this problem will change
the next 500 years of history




Blockchalin

A Arecord of all transactions that take place in
the world

A Every 10 minutes all new transactions are
verified and stored in a block that is linked to
the preceding block within a chain

A The blockchain is a history of the digital
world, a history authorized by the digital world

A The blockchain guarantees a single version of p—
the truth of any digital event |




Blockchalin

A The blockchain summarizes a network
consensus of all transactions that ever
occurred (consensus on the real history of the
world)

A In order to add a block to the chain, the block
needs to be validated by 51% of all the |FEESEEEE V-
computers within the network

A Validation is cryptographic: a complex
mathematical equation has to be solved

A If you want to cheat, you have to rewrite the
entire history on the blockchain
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Blockchalin

A This digital history of the world's transactions
can record every asset (birth certificates,
deeds and titles of ownership, and, of course,
money)

A Free gift to the people: transparency and
accountability. (We can even record on the
blockchain all the ingredients that went into
your sandwich and you'll be able to know that
the tomatoes come from Mexico, the wheat
from Nebraska and the lettuce from California)
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Fundamental Innovations

A Removing the counterparty (intermediary):
blockchains are really good for automatically
executing Acontracts

A The blockchain as a rewards engine for
automatically dispensing tokens to those who
do the work: token as a reward for a type of
work that is provided, whether it is
computational or human work.

A Decentralization: improved security, faster
decision-making, fair distribution of benefits,
fault-tolerance
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Disruption at Multiple Levels

A Technical: beyond the database
A Business: tokenomics
A Legal: smart contracts

13



Lesson #2

A Bitcoin and the blockchain technology

14



What Is the problem?

A We digitize information
We distribute information

A How can we make sure that digital information
IS distributed but ?

A Originally, this was a problem of cryptography

A Meanwhile, P2P had created a way to easily
copy and distribute digital information

A Then someone realized that you can use P2P
to distribute information in a way that makes it
Impossible to copy it!

A Decentralization

o
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Cryptography

A Public key cryptography
A A method for establishing a key
without using a prior shared secret

A 1973: Clifford Cock:
algorithm (Oxford)

A 1976: Whitfield Diffie and Martin =\~
Hel | manos key exch® .

A 1978: Ron Rivest, Adi Shamirand =
Leonard Adl emano0 sz
(MIT) e
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Cryptography

A Public key cryptography
A 1994: Netscape introduces the
Secure Sockets Layer (SSL) protocol
A A pair of keys T one private, one
public 7 to authenticate, secure and
manage secure connection

17



Cryptography

Post-quantum cryptography
Zero-knowledge proofs
Indistinguishability obfuscation
Secure multi-party computation

e
Blockchain
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The Peer-to-peer World
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The Peer-to-peer World
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The Peer-to-peer World

Michel Bauwens (2008)
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Cypherpunk Movement

A 1992: Ti mothy Mayos Crypto
Manifestoand mailing list

The Crypto Anarchist Manifesto

limothy C. May <tcmay@netcom.con

cypaerpuanx
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Cybercurrency

A DigiCash (David Chaum, 1990)

A E-gold (Douglas Jackson, 1996): 5 million
users by 2009 - shut down by the USA

A WebMoney (Russia, 1998)

A Tencent's qqg coins (China, 2005) - shut
down by China

A Liberty Reserve (Costa Rica, 2006) - shut
down by the USA

A Perfect Money (Andrew Draper,
Switzerland, 2007)

A Bitcoin (2009) - decentralized!




Cybercurrency

A 402 error code never implemented

EFEGr
- qm Unauthorized

T—t—,
",

402 Payment Reqmred
--"403 Forbidden

404 Not Found
405 Method Not Allowed
409 Conflict

410 Gone
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Cybercurrency

A Cynthia Dwork (1992): punish spammers
with computational processing, i.e. comp.
processing is a cost ( )

A Adam Back (1997):
(cryptographic hash functions on a network,
no need for central authority)

A Nick Szabo (1997): a model
(AThe God Protocol o,
A We i Dai 0s mat hemat |

unbreakable cybercurrency (1998)
A Miguel Castro and Barbara Liskov (1999):




Cybercurrency

A Satoshi Nakamoto (Oct 2008): paper titled
NBi t coi +4o:PeehEldeteoria Cash
System" on the Metzdowd Cryptography
mailing list

A Satoshi Nakamoto (Jan 2009): the
cryptocurrency Bitcoin

A Satoshi Nakamoto sends 10 bhitcoins to |
Hal Finney (Jan 2009)

A Dave Kleiman & Craig Wright: Nakamoto’?

Dave Kleiman

Craig Wright

26



Cybercurrency

A Satoshi Nakamoto (2009):. first release of Bitcoin

Bitcoin: A Peer-to-Peer Electronic Cash System

-

Satoshi1 Nakamoto
satosha X COmMm
www bitcoin.org

Longest Pro

Block Header Block Header

Prev Hash

hitp letzdowd.comi/pipermailicryptograph

Bitcoin v0.1 released

Satoshi Nakamoto satoshi at vistomail.com
Thu Ja 40 EST 2000
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Cybercurrency

A Martti Malmi (2009): second release

A Gavin Andresen (2012): Bitcoin
Foundation

0 2 released!
Founder ' 5, 2009 5
Sr. Member

Activit
Merit: 15

&

Mew Features

Martti Malmi
- Minimize to system tray option
t on boot option so you can keep it running in the background automatically
- New options dialog layout for future expans
- Setup program for Windows
- Li version (tested on Ubuntu)
Satoshi Nakamoto
- Multi-processor support for coin generation
- Proxy support for o Wi
- Fixed some slowdowns in the initial block download
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Cybercurrency

A Bitcoin (2009)

A

A

A

The first successful currency not to be | B =)
printed by a government

A system capable of creating copies
that cannot be copied

Peer-to-peer

N\

" BITCOIN

A Bitcoin's distributed blockchain mechanism
makes central authorities of trust obsolete

A Virtually invulnerable to hacking (unlike
government databases)
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Cybercurrency

A Jan 2017: Bitcoin surges past $1000 for the first
time in 3 years

A Dec 2017: Bitcoin surges past $10,000 for the first
time

Bitcoin to Gold exchange

Bitcoin price, $
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How does Bitcoin work?

1. Download a software
wallet app

O = 0 «

GreenBits Mycelium Green Coinomi
Address

2. Buy bitcoins

3. Spend bitcoins
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